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This submission focuses on the proposals in the Crypto asset secondary service providers: 

Licensing and custody requirements: Consultation paper dated 21 March 2022. 

 

Multiple regulatory regimes problem 

The aim to ensure that providers are not subject to multiple regulatory regimes (p14 of 

Consultation Paper) is a good one but is challenging. It is submitted that the approach 

adopted of setting up proposed separate regulation for Crypto Asset Secondary Service 

Providers (CASSPs) may not necessarily achieve the aim and itself creates potential for 

duplication.  This is because the variety of crypto assets (as noted on p23 of Consultation 

Paper) is so great that many of these are in fact likely to be financial products under the broad 

rubric of s763B (financial investments) and s763D (non-cash payment facilities)2 or other 

sections of the Corporations Act 2001 (Cth) (the Corporations Act).3 The reasons why many 

crypto assets may already fall under FS regulation are discussed at length in an article on 

regulation of cryptocurrency published in the Federal Law Review in 2019 by Professor Paul 

Latimer and myself.4 One of these reasons is that cryptocurrency might be seen as a facility 

through which a person ‘makes non-cash payments’ within the meaning of Corporations Act 

s763A and s763D. 

Unless these types of assets are specifically excluded from the provisions, many providers of 

crypto assets may be caught by financial product and financial service (FS) regulation under 

the Corporations Act as well as by the new CASSP regulation.  Yet the other option of 
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specifically excluding various crypto assets from FS regulation itself raises problems as set 

out below. 

 

Dangers of removing crypto assets from financial services regime 

If crypto assets are specifically removed from regulation as financial products, this may have 

unintended consequences which may include the following: 

(a) Risk of public harm through lack of regulatory protections. For example, the proposed 

obligations on p16 of the Consultation Paper make no reference to financial market 

conduct such as market manipulation and insider trading.5 If crypto assets are 

removed from the financial product regime they would also be removed from the 

financial product market licensing regime and there would be no penalties for such 

conduct. Given human nature and historical experience of unregulated financial 

products, it is very likely that at some point, such conduct will emerge, which would 

be at the expense of market integrity and with possibly adverse results to some crypto 

asset owners/crypto product consumers. 

(b) Another problem may be a lack of disclosure standards for crypto assets. Admittedly 

these standards and provisions are somewhat prolix under FS provisions of the 

Corporations Act (and, as a separate matter, could do with some simplification6) 

however it is not entirely clear what disclosure standards would be applied to crypto 

assets under the proposals, as pages 16-18 do not appear to include proposed 

disclosure standards. While the general prohibition of misleading and deceptive 

conduct in s18 of the Australian Consumer Law may be a ‘fallback’ for excluded 

products, this is well short of the detailed product disclosure standards of the 

Corporations Act.  Good and adequate disclosure is essential and has been shown to 

be essential to (a) protect investors and (b) enable efficient operation of markets in 

products. 

Further, any removal of crypto assets from FS regulation will give a significant competitive 

advantage to crypto assets over traditional financial products and assets which may be both 

(1) unfair to heavily regulated traditional products and assets and (2) likely to cause 

distortions in financial product markets. This may infringe the goal of competitive and 

technological neutrality referred to on page 12.  

 

What about crypto assets primary service providers? 

Another issue appears to be that, by specifying ‘secondary’ service providers, the proposal 

invites the conclusion that anyone who can define themselves as a ‘crypto asset primary 

service provider’ may have an argument to escape regulation under the new proposal. 

As noted at page 13 of the Consultation Paper, the primary service might, admittedly, in 

some cases be merely an open block chain that is not necessarily a facility supplied by any 

particular person or entity. In that sense, there may be no provider or issuer in the traditional 
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sense.7 Further, to the extent that there are such persons or entities who are providers or 

issuers,8 they will often be located offshore as cryptocurrencies have not generally originated 

in the Australian jurisdiction.  It may be that regulation of crypto asset primary service 

providers is contemplated to take place separately as a later matter and perhaps that is implied 

by the mapping exercise on page 23-24. However, the language of page 13 suggests 

otherwise in its implication that such assets are transparent and not prone to market failure. 

Any idea that primary crypto assets need no regulation may have disappeared with the recent 

collapse of various primary crypto assets in the form of ‘stablecoins’,9 apparently due to 

intrinsic faults in design. 

It follows that were primary crypto assets to be created in the Australian jurisdiction, there 

may then be a question whether the adoption of the moniker of ‘secondary service providers’ 

will remove regulatory flexibility to regulate persons or entities that might be described as 

crypto asset ‘primary service providers’. 

 

Regulatory uniformity and consistency 

There is something to be said for the notion of regulatory uniformity and the benefits of the 

broad financial product descriptions in s763B, 763C and 763D. It appears that the definition 

of ‘financial product’ in the Corporations Act was always intended to be flexible and 

sufficiently adaptive to encompass new innovations and technological developments so as to 

give certainty to financial market participants.10 This underlying policy suggests a desire for 

uniformity in regulation. Further, there are always dangers of inconsistency and unfairness 

when the law develops in different directions for different persons and sectors. 

Admittedly, financial services regulation (FSR) in the Corporations Act is at times overly 

complex, prolix and prescriptive – insufficiently relying on general concepts that can be 

developed and applied by courts to different situations through the ordinary development of 

the common law.11 Nevertheless, it is submitted that this is a strong argument for simplifying 
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FS law generally (and it is noted that the ALRC is currently looking at doing this12) rather 

than an argument for excluding various products from the regime. 

In another but analogous context (i.e. the question of how to regulate a newly developing 

practice or industry) it is noted that such exclusion in the form of bespoke FS regulation was 

initially proposed for the practice of third-party litigation funding by the ALRC13 but that 

government decided to go with conventional financial services regulation rather than create a 

separate regime.  

It is further noted that there is capacity for a level of exclusion or relief through ASIC Class 

Orders, Grants of Relief and Regulatory Guides setting out ASIC’s approach (as noted on 

p17 of the Consultation Paper). 

Overall, the approach of ‘comprehensive regulatory coverage unless excluded’ seems a more 

foolproof approach than ‘general exclusion followed by a new regime to try and cover the 

excluded products or sector’. The latter is much more likely to see problems and issues ‘fall 

through the cracks’ rather than be comprehensively covered.  

 

The self-regulation option 

Self regulation can have certain benefits,14 and is sometimes seen as a form of private 

ordering or market self-organising. Clearly there will be both advantages and disadvantages 

of self-regulation for all stakeholders.15 Self-regulation might take the form of an industry 

code and/or membership of a professional organisation.   

Self-regulation codes are however unlikely to approach the breadth of protections for 

investors that are provided under regulatory legislation. Further, self-regulation will give a 

significant competitive advantage to crypto assets over traditional assets which may be both 

(1) unfair to heavily regulated traditional assets and (2) likely to cause distortions in financial 

product markets.  This may infringe the goal of competitive and technological neutrality 

referred to on page 12. 

 

Conclusion and a way forward 

Given what has been said, it is submitted that the main proposal should be rejected and that 

the Alternative Option 1 of regulating CASSPs under the FS regime should be adopted as the 

preferred option. Comprehensive and consistent regulation is less likely to see misconduct 

‘fall through the regulatory cracks’.  

The industry and its players can then make the case to ASIC for exemptions, class orders and 

other regulatory relief as required. And no doubt there will be good reasons for various sorts 

of relief. This has generally been the approach in relation to regulation of third-party 

                                                           
12 ALRC above n 5. 
13 ALRC, Inquiry into Class Action Proceedings and Third-Party Litigation Funders Discussion 
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(Cambridge University Press, 2002). 
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litigation funders which approach therefore creates a useful precedent that can be applied in 

this circumstance. 

 

Dr Michael Duffy 

Dated 24 May 2022 
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