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24 October 2022

Future Directions Unit

Consumer Data and Digital Division
Treasury

Langton Cres

Parkes ACT 2600

By email: data@treasury.gov.au

Consumer Data Right - Exposure draft legislation to enable action
initiation

The Australian Banking Association (ABA) welcomes the opportunity to comment on Treasury’s
consultation on the Consumer Data Right (CDR) — Exposure draft legislation to enable action initiation.

Recent, significant cyber security incidents and the compromise of millions of customer records have
highlighted the cyber risk environment and made Australians more cautious about the safety and
security their data. As a result, ABA member banks are significantly concerned about the potential risk
implications for consumer and small business data and financial information.

Ahead of the expansion of the CDR through action initiation, the ABA encourages the Government to
carefully consider and address the scams, fraud and cyber risks, while the CDR is still in its early
stages. Now is the time to ensure regulatory settings prioritise the protection of consumers.

It is critical that the safety and security of the CDR ecosystem is retained and strengthened, and that a
careful consideration of the phasing of the rollout of action types based on use value, risk and
complexity is undertaken.

To this end, the ABA makes some recommendations to protect customers, and ensure a strategic
approach to the implementation of CDR action types:

1. The legislation should not restrict banks from applying and uplifting scam, fraud and
cybersecurity measures

A strategic assessment should be conducted ahead of declaring any actions
Payment initiation needs to align with broader payments work

The Government should allow further time for the CDR to mature, bed down CDR sectoral
implementations and ensure extensive consultation before declaring actions.

Key recommendations

1. The legislation should not restrict banks from applying and uplifting scam, fraud and
cybersecurity measures

As more Australians experience scams, frauds and cyber-attacks, banks are actively working with
regulators, conducting awareness campaigns and building a range of sophisticated detection tools to
pick up on unusual behaviours in close to real time to stop suspicious transactions. By the engagement
of a third party standing in the shoes of the customer, action initiation potentially introduces a range of
new risks for which banks may need to develop specific scam, fraud and cyber mitigation tools.

While accreditation, the rules and standards can assist in reducing some risks, the draft legislation
appears to open the door to actions carrying high risk (e.g., payments), while limiting the ability of banks
as Action Service Providers (ASPs) to address them. This is in the context of the need to rapidly
increase the maturity and scale of such preventative measures and the growing number and complexity
of scams, frauds and cyber-attacks.
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Under s 56BZC, ASPs “must perform a validly requested action in relation to a CDR consumer if,
having regard to criteria to be set out in the consumer data rules, they would ordinarily perform actions
of that type in the course of their business in relation to that consumer.”

The Explanatory Memorandum (EM) notes that “this is not intended to prevent an ASP applying extra
security or other checks to CDR action requests on the basis that a third party is involved, provided it is
consistent with existing practices. Businesses are also still allowed to refuse to perform an action,
provided they do not discriminate against instructions that come through the CDR.”

While helpful, we note that the CDR law should not force ASPs to comply with any instruction, just as
they are not compelled to act on any customer instruction where they have concerns over the risks of
that instruction. The phrase “existing practices” seems to limit the ability of banks to apply fraud
protections to current and not newer or additional measures in the future. Also, the phrase “provided
they do not discriminate against instructions that come through the CDR” does not recognise that CDR
action initiation can have its own risks that need to be assessed and possibly addressed through
specific measures.

As an example, involving a third party in the place of the customer will mean the loss of some visibility
of the customer through behavioural data such as the device used, the IP address of the customer and
the time and date of the instruction. Such markers may be used to reduce fraud and cyber risks,
potentially on a close to real time basis, and with a third-party instruction a source of behavioural data
could be lost or not be available in a form that can be used by the bank. Given this, banks will need to
assess the risk profile of those instructions and potentially develop new solutions specific to addressing
the risks that may be posed by CDR actions.

The ABA recommends clarifying s 56BZC to explicitly enable ASPs to refuse to act on a request if it
does not meet the ASPs scam, fraud or cyber risk appetite. For example, ASPs should be able to set a
transaction limit on CDR payment instructions and should be able not to perform actions above that
limit, if they assess the risk of such payment channels warrant a higher degree of protection.
Furthermore, banks should be able to refuse an instruction where they detect or determine an elevated
risk to their customers and/or have not received confirmation from the customer of an instruction, and
this should be made clear in the law.

2. A strategic assessment should be conducted ahead of declaring any actions

Before declaring any action type, the ABA recommends a full strategic assessment and a cost/benefit
analysis be undertaken by Government to determine whether the cost of building for an action type is
outweighed by the consumer benefit. Work should be undertaken to understand potential use cases,
the scams, fraud and cyber risks, the utility to customers compared with alternative options, and the
regulatory or technology barriers that need addressing ahead of implementing any action type.

Even for the most viable or valuable use cases such as payments initiation, this assessment should be
conducted to understand the merits and timing of implementation to ensure a cohesive policy approach.

Other use cases such as opening and closing accounts should also be examined with the lens of utility
value compared with current or alternative methods. For example, many action types may require other
technology developments such as digital ID, and others may require changes to other legal frameworks
such as AML/CTF laws. Where these intervening requirements add friction to the process and deliver a
poor customer experience, it may not be worthwhile to pursue those actions.

Finally, we note that the strategic assessment should take stock of developments overseas and
consider the learnings from jurisdictions such as the United Kingdom and the European Union ahead of
finalising the policy specifications.

3. Payment initiation needs to align with broader payments work

In addition to a strategic assessment of the broader CDR environment, further work is required for
some action types such as payment initiation. For example, ahead of declaring payment initiation there
should be an analysis of the interlinkages with the Payments System Review recommendations on
strategy and licensing, and the timing of payment initiation should consider these developments.
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In particular, Accredited Action Initiators (AAl) accreditation should align with the payments licence, and
there should be clearer co-ordination on standard-setting so that there are harmonised requirements
between AAls and Payment Services Providers (PSPs). The license should also ensure a fit-for-
purpose liability framework that clarifies circumstances where AAls are liable for consumer losses.

Payment initiation should also align with the PayTo implementation roadmap, and accreditation for AAls
align with the requirements for third-party payment initiation under the New Payments Platform. We
note that utilising PayTo to execute CDR payment initiation instructions may provide an effective and
efficient way for ASPs to meet their obligations while resolving some key issues raised above on
liability. For this reason, we consider CDR payment initiation should be enabled once PayTo has been
implemented and reaches some level of maturity.

4. The Government should allow further time for the CDR to mature, bed down CDR
sectoral implementations and ensure extensive consultation before declaring actions.

The CDR is yet to mature, and there are several sectors that are either being progressed for
designation or still implementing their compliance obligations as data holders. Use cases are still
developing, and customer usage is still low. Research has found that only 18% of consumers feel
comfortable sharing data,! and we suggest far fewer would be comfortable with third parties initiating
actions on their behalf using shared data. This is understandable, given recent cyber security breaches.

In this context, moving quickly can mean consumers are more hesitant to use CDR action initiation, and
are likely to be more exposed to higher risks if security and fraud risks are not well considered, resulting
further in less trust and less use of the CDR.

The ABA considers the CDR needs more time to grow naturally, and that increasing functionality at this
stage may not result in more customers using the CDR. On the contrary, adding these functionalities
without allowing the market a level of stability to enable use case development could impede the
development of a competitive market for use cases.

Adding action initiation in the near term may also compromise the intended outcome by adding
considerable strain on finite resources and staff.

In light of these factors, the ABA recommends the government allow a period of at least 18-24 months
ahead of declaring actions for implementation. During this period, work can be undertaken to implement
a strategic assessment, support businesses to meet existing and new compliance obligations, build
customer awareness and trust, and allow the CDR to mature.

Thank you for the opportunity to provide feedback. If you have any queries, please contact me at

s 47F @ausbanking.org.au

gours sincerely,

Australian Banking Association

1 Zepto Consumer research. Source: https://australianfintech.com.au/open-finance-more-than-half-of-australians-not-comfortable-sharing-their-
data-to-access-better-deals/
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Foreword by ABA CEO Anna Bligh

1. For banks that are Bank@Post partners

Like many other parts of our economy, banks in Australia are undergoing
a major customer-led digital transformation.

Australians have always been early adopters of technology. But COVID-19 health
restrictions accelerated this existing digital trend, resulting in even larger numbers
of Australian households and businesses moving online.

Once online, many customers have found the accessibility and the
24/7 availability of digital banking a very convenient way to bank.

These digital shifts have also contributed to a dramatic reduction in the use of
bank branches and a significant move to digital transactions. Customers are now
undertaking 98.9 per cent of all bank transactions digitally and report the highest
satisfaction using this channel (pages 12-16).

Cards overtook cash a decade ago, with cash representing just 13 per cent of
customer payments by number, down from 70 per cent in 2007 (page 25).

Meanwhile, Australians are not just leaving their wallets at home, they are
digitising them. The popularity of mobile wallet transactions has sky-rocketed
from $746 million in 2018 to more than $93 billion in 2022, while the number
of cards that were registered to mobile wallets rose from just over 2 million to
15.3 million over the same period (page 30).

Australians are now among the world’s top users of cashless payments, exceeding
the United Kingdom, the United States, France and Germany (page 32).

Where banks have reshaped their networks to reflect changing customer use,

98 per cent of branch closures have occurred within three kilometres of another
branch of the same bank or one of 3,540 face-to-face Bank@Post locations
across the country (page 20).

Banks have continued to invest where their customers have been moving,

with an eight-fold increase in technology investments since 2005, from $3.5 billion
to $28.5 billion (page 22).

To help unpack this rapidly evolving shift, the Australian Banking Association has
partnered with Accenture to deliver the Bank On It: Customer Trends 2023 report.
Australia’s digital landscape is changing to better serve customer needs — that
you can bank on.

Yours sincerely,

Anna Bligh
CEOQ, Australian Banking Association
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Australian banks have strong capital
positions that exceed APRA's requirements
and global standards

In 2013, Australia adopted the Basel lll capital reforms, A 2023 Morgan Stanley analysis reported

ahead of the timeline set by the Basel Committee on Australian banks as the best capitalised globally
Banking Supervision. systemically important banks.

Australian banks were required to strengthen their capital In terms of capital levels, the four major Australian banks
position following the Financial System Inquiry in 2014. lead their peers in Canada, UK, Germany, Switzerland,

Netherlands, France, Italy and China.

Common Equity Tier 1 (CET1) ratios of Australian banks have steadily increased
Average bank CET1 ratio (%)

13%

12%

11%

APRA’s “unquestionably strong” benchmark for major banks

10%

9%

2013 2014 2015 2016 2017 2018 2019 2020 2021

Source: Estimates based on RBA Financlal Stability Review (2021), APRA announces ‘unquestionably strong’ capital benchmarks 2017), Morgan Stanley
Note: The ‘unquestionably strong’ benchmarks are CET1 ratios of 10.5% for the four major Australian banks, 9.5% for other banks using the Internal ratings-based approach for credit risk and
8.5% for other banks.

Australian banks learned the lessons of the 2008 global financial
crisis and have significantly strengthened their liquidity, funding
and capital... [and] are well capitalised vs global peers”

Morgan Stanley research, March 2023.
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01| ECONOMIC CONTEXT

Net interest margins (NIMs) have been

steadily reducing in part owing to competition
between banks

Despite fluctuations in RBA interest rates since 2006,

Banks have competed on deposit and lending rates,
banks’ NIMs have contracted steadily.

resulting in lower margins and favourable customer
outcomes.

While the RBA cash rate has fluctuated, banks’ NIMs have decreased
Average NIMs vs RBA cash rate (%)
8.0%

7.0%

6.0%

Between 2006 and 2023 NIMs

“ decreased by 16 per cent

5.0% |
4.0% I i

3.0%

2.0% "\r/—/\/\“_w :7‘\;\, |

1.0% ”

0.0% —
2007 2009 2011 2013 2015 2017 2019 2021 2023

m=== Average NIM === RBA cash rate

Source: Australian Prudential Regulation Authority Quartery ADI statistics (2023) Accenture analysis, RBA Cash Rate Target (2023)
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While still above the cost of capital,
return on equity has declined driven by higher
capital levels and increased competition

Despite declining margins and economic shocks, banks are delivering solid capital returns.

Capital returns have also trended down

Headline return on equity across the (%, all ADIs)

20%
GFC COVID-19
15%
10%
5%
0%
2004 2006 2008 2010 2012 2014 2016 2018 2020 2022

Source: Australian Prudential Regulation Authority Quarterly ADI statistics (2023)
Note 1: Headline Return on Equity Is the post-provision value of Return on Equity.
Note 2: In Q1 FY16 there was a lower ROE number as a result of accounting adjustments. Underlying performance remained steady, evidenced by double digit ROEs in the preceding and following quarters.



Household savings are back to
pre-pandemic levels after a two-year high
indicating a normalisation of savings behaviour

« 2020: Household savings grew significantly as a result « 2022: Household savings returned to
of COVID-19 lockdowns. pre-pandemic levels.

« 2021: Household savings remained high due to restricted
spending, pandemic stimulus and low interest rates.

Impact of current economic conditions on household savings
% of income saved by households

24%

21%

18%

15%

12%

9%

6%

3%

0%

-3%
? Jan Jan Jan Jan Jan
2018 2019 2020 2021 2022

[l ousehodsavngs ato = == Quate yCPlg owth = RBA cash ate

Note: Household savings are a measure of changes in net savings plus changes in real net worth of household assets and investments
Source: ABS National Accounts (2023); RBA cash rate target (2023); ABS Finance and Wealth (2023); ABS Leading Indicators (2023); Accenture analysis
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Sensitivity to interest rates, competition
and low barriers to switching are fuelling
customer mobility in Australian banking

Australians are willing to switch banks...

| |
- 1 I n 6 1 in 6 Australians switched
their main bank in 2022.
.
o Of those who switched, almost
o half (48%) cited competitive

: g pricing or value for money
C e compe e cn . o -
peltvepreng as a primary motivation.
or va ue for money

2 4 On average Australians have
|

2+ bank accounts per person.
accounts

Source: Accenture Global Financlal Services Survey (2022). ABS Population Estimates by age and sex (2022). Bank Annual Reports (2022). ABA Member survery (2023).
Note: Estimated based on number of customers sourced from the ABA Survey of Member Banks and bank annual reports and the Australian population aged 15+.
Accenture Global FS Consumer Survey (n=2000, Australig)

..across lending, deposits and transactions products

Percent of respondents reporting they purchased/opened the following products or services in the past 12 months
from a new provider (%)

Cu ent account 16%

Sav ngs account/te m depos ts 16%
Cedtcad 16%

Pens on/ et ement fund 5%

Source: Accenture Global Financial Services Survey (2022).
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02 | HOW CUSTOMERS BANK

Australian bank customers have
overwhelmingly shifted to digital continuing
a pre-pandemic trend

The majority of transactions are now handled through online channels ...

Share of total transactions by channel (%, major banks) 2022

0.4%1[0.7%

90.9%

of total transactions are now
made via online and apps

. B anch . On ne & App Phone & Chatbot

Source: ABA Member Survey (2023).
Note: Online and app interactions are based on dally log ins. A single log in may lead to muitiple interactions and hence Is likely to be understated.
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... with in-person branch transactions rapidly falling

Change in volume of interactions (%, major banks); 2019-22

Branch

Online
& App

Phone
& Chatbot

Source: ABA Member survery (2023).

46%

(FY19 to FY22)

26%

(FY19 to FY22)

9%

(FY19 to FY22)
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02 | HOW CUSTOMERS BANK

Customers are increasingly turning to online
banking, app and chatbots accelerated by
COVID-19 lockdowns

Trends in channel usage

Annual transactions by channel (number, major banks), 2019-2022

Branch interactions

250m
Major Cities: -48% Regional Areas: -42%
200m
150m
Reg ona
- -
B --
. -
Om
2019 2020 2021 2022
Online and app interactions
12b
Online: +21% App:+31%
10b
8b
App
6b
4b
On ne
2b
Ob
2019 2020 2021 2022

Source: ABA Member Survey (2023). Accenture analysis.
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Australian banking customers are most
satisfied with digital channels and just like their
global peers use these channels most frequently

Australian customers use digital channels as much as their global peers

Share of customers by net satisfaction score (satisfied minus dissatisfied) by channel (%) 2022

Website and app have the
highest net satisfaction score

On ne (webs e) On ne (app) Face o face
- (Branch and/or
banker)
B Net sat sfact on (Aust a a)

Share of customers using specific banking channels at least once a week (%) 2022

1%
30%
27% |
20%
7%

12% 13%

On ne (webs €) On ne (app) Face o face
(Branch and/or

banker)

B Austaa Goba

Source: Accenture Global Financlal Services Survey (2022), Accenture analysis
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Australians everywhere are using branches
less as most transactions can conveniently
be done online or by phone

Regional customers are reducing their branch interactions

for the same reasons as metro customers:

* >80% prefer online or phone channels for their main
banking activities.

© 89% use online banking (93% in metro areas)

« Regional customers are reducing their branch

interactions for the same reasons as metro customers:

>80% prefer online or phone channels for their main
banking activities and 89% use online banking.

Fewer s1mple branch mteractlons in metro, S|m|Iar trend in reglonal areas

No of branch mteractlons for four major banks (LHS axis) | Average annual |nteract|ons per branch for four ma]or banks

(RHS axis)

Metro

150m 60K

[2]
& 50K
g
3
=
40K
Om 30K

2019 2020 2021 2022

=amn Ave age nte actons pe b anch (R Saxs)

Inte actons (L S axs)

Source: ABA Member Survey (2023). ACMA.

Metro
-48%
-30%

Number of
interactions

Average interactions
per branch
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Regional
150 m 50K
o 40K
O
)
=
30K

Om 20K

2021

2022

2019 2020

=ssn Ave age nte actons pe b anch (R Saxs)

Inte actons (L S axs)

Regional
-42%
-33%

Number of
interactions

Average interactions
per branch

Interact ons/Branch



Regional areas have a lower branch closure rate than metro areas.

The branch closure rate is lower in regional areas

Annual opening and closure rate over 2017-2022 (all ADIs)

Metro Regional
10%

8%

6%

4%

2%

0%

0.8% 0.8%

-2%

Banchopenng ate [J] Banchcosue ate

Source: APRA Points of Presences (2022), Accenture analysis.
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02 | HOW CUSTOMERS BANK

Customers affected by branch closures
typically have access to face to face
alternatives either from the same bank

or Bank@Post

Bank branch openings and closures

Change in the number of branches operating between 2017 and 2022 (number, ADIs participating in Bank@Post only)

9 80/ of closed branches had an alternative branch
O (of the same bank) or Bank@Post within 3km.

Of these:

e 38% of branches ¢ osed had an a ternat ve branch of the same bank w th n 3km.
Most of these ¢ osed branches were n metro areas (84%) compared to reg ona areas (16%).

e The remanng 60% of branches ¢ osed had a Bank@Post ocat on w th n 3km.
Most of these ¢ osed branches were n metro areas (62%) compared to reg ona areas (38%).

Ony 2% of c osed branches dd no have an
-1,473 a erna ve branch (from he same bank)

or Bank@Pos w hn 3km 64% of branches
a erna ve . were nregona areas and 36% of branches
w hn 3km 98% were n me ro areas

No aternat ve <3km
2%

AD s no par cpa ng nBank@Pos are no shown
Among hese ns u ons 415 of 1 188 branches were
c osed be ween 2017 and 2022 (35%) 122 of hese
c osed branches were w hn 3km of a branch from
he same ns u on (29% of c osures)

B anches ope atng B anches c os ng B anches ope atng
n 2017 2017-2022 n 2022

Source: APRA Points of Presence Data (2022), Accenture Analysis.

Note: Includes newly opened branches. Branches of the same financial institution relocated within a comparable area of operation (e.g. within a shopping center or along a high street) are not considered
to have closed or opened in this tally. This was defined as within 500m of the closed branch. Data on branch operations reported for June 30 of the respective year. Regional area defined using the Greater
Capital City Statistical Areas classification in the Australian Statistical Geography Standard. Sources: Australian Prudential Regulation Authority Points of Presence Data ( 2022 ), Accenture analysis
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Branch density remains higher in
Australia than in global peer countries
and is similar across states and territories

* 86% of the Australian population live in urban areas,
5ppt higher than the OECD average of 81%.

« Australia has a notably higher branch density, at
24 bank branches per 100,000 adults, than the two
most comparable OECD countries by urbanisation:
New Zealand (18 per 100,000 adults; 87% urbanised)
and Finland (6 per 100,000 adults; 86% urbanised).

« Across states, branch density is lowest in Western
Australia at 21 branches per 100,000 adults, where the

On a per capita basis, Australia has
1.4x more branches than overseas peers

............

Bank branches per 100 000 adults

45

30

15

0
2000

2005 2010 2015 2020 2025

— Un ted States
= Austra a (CAGR: -1%)

=== New Zea and
re=== QECD Average (CAGR -3%)

==uee Canada === Fnand

population is heavily concentrated in Perth
(80% of the state’s total population).

« The Northern Territory has the highest branch density
at 33 branches per 100,000 adults, with more than
40% of the population living outside Darwin.

« Australia maintains a higher number of branches per
100,000 adults and this is falling at a slower rate than
seen overseas.

Australian branch den3|ty is S|m|Iar by state

............

Bank branches per 100 OOO adults 2022

NT

NSW

SA

TAS

QLD

AUS

ACT

VIC

WA

Source: World Bank (2023), Australian Prudential Regulation Authority (2022), ABS Population Statistics (2022), Accenture analysis
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Banks are investing significantly in
technology especially to meet changing
(digital) customer needs

Banks are spending increasingly on technology/IT. with customer needs and increasing both their
Capital expenditure on software accounts for most absolute and relative spend on digital infrastructure.
of this investment, growing from $3.5 billion in 2005

lllustrating the growth in bank expenditure on meetin
to $28.5 billion in 2022, gtheg XP g

emerging customer needs, the number of bank
This growth far outpaces occupancy costs such as employees covering CDR, cyber security and fraud
lease costs for branches and offices. Banks are aligning has doubled between FY18 and FY22.

Technology expenses have increased eight fold compared to occupancy costs,
which have nearly doubled, since 2005

Aggregate expenses (OpEx and CapEx) by type for three major banks ($ millions)

30,000

8x expenditure

25,000
on technology

20,000

15,000

10,000

5,000

2006 2008 2010 2012 2014 2016 2018 2020 2022
m=m= Techno ogy (CAGR 13%) === OQccupancy (CAGR 4%)

Source: Financial Statements of the major banks (CBA, Westpac, ANZ ), Accenture Analysis, ABA Analysis.

Note: Technology expenses includes both OpEx and CapEx . OpEx expenses include technology services, system development and support, IT infrastructure, communications/telecommunications,
amortization of software assets and IT equipment depreciation, data processing etc. CapEx expenses include software costs and additions. Expenses have been aggregated from three of the four major
banks. Expenses related to occupancy into lease expenses, depreciation of PPE and other occupancy expenses; CAGR stands for Compound Annual Growth Rate.
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Despite the investment in CDR, customer
uptake remains very low

Open Banking, the banking sector’s application of the As of May 2022, banks have spent more than
Consumer Data Right (CDR) that lets customers share $1 billion establishing data sharing under the CDR.
banking data with third parties, went live for major A relatively small number of customers have actively
banks by July 2020.

consented for data sharing under the CDR.

While CDR requests are growing, uptake remains very low

Active CDR consents divided by number of unique customers (%, major banks)

0.25%

0.20%

0.15%

0.10%

0.05%

0.00%

Jun20 Sep20 Dec20 Ma 21 Jun21 Sep21 Dec21 Ma 22 Jun22 Sep22 Dec?22

Source: ABA Member Survey (2023). Accenture Analysis.

Active CDR consents relative to total number of unique customers (%, major banks).

0.15%
r

. Non act ve CDR use s

Actve CDR use s

99.85%

Source: ABA Member Survey (2023). Accenture Analysis
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Cards are the preferred consumer payment
mode replacing cash over the past 15 years

Cards have replaced cash for consumer payments...

Share of number of consumer payments by type' (%)

0.2% 1% 10% 10% 9% .
1% 12% Change in share of
9%
e 195 - 19% consumer payments
o 22% 25% by number
9 hange
1% Payment type ¢
24% 2007-2021
o5 30% % Cash -57 ppt
Cheque -0.8 ppt
0.2% 50% 4 5
the 61% o Debit cards +35 ppt
471% ;
- Credit cards +14 ppt
21% 0.2%
Other +11 ppt
2007 2010 2013 2016 2019 20228
M cash M Deb cards O her? Cheque Cred and charge cards

...and account for the majority of consumer payment value

Share of value of consumer payments by type' (%)

13% Change in share of
26% 28% 25% 25%
consumer payments
23% by value

change

28% 21% 1% Paymenttype 00 o021

16%
31%
n Cash -27 ppt
21%
Cheque -4 ppt
33% i Debit cards +15 ppt
38% Credit cards +2 ppt
29%
18% 18% Other +14 ppt

2007 2010 2013 2016 2019 2022¢
B cash M Deb cards O her Cheque Cred and charge cards No de erm ned*

Source: RBA Consumer Payment Behaviour in Australia: Evidence from the 2019 Consumer Payments Survey (2020), RBA Payments Data, ATMs (2023), Number of ATM terminals Australia (2022).
Note: 1. Where numbers do not sum to 100 due to rounding, numbers have been scaled up to sum to 100; 2. Other includes Bpay, Internet/phone banking, Paypal, prepaid, gift and welfare cards, bank
cheques, money order, BNPL, Cabcharge and Direct Entry; 3. Analysis drawn from RBA speech on The Shift to Electronic Payments - Some Policy Issues (2023) which contains early information on the
results of the (2022) Consumer Payments Survey for cash and cards. Other and Cheque have been inferred. 4. Estimated based on FIS The Global Payments Report (2023) which states that 6% of value of
all payments are cash. Robust information on the distribution across other values Is not yet avallable.The (2022) consumer payments data Is expected to be avallable mid (2023).
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Convenience and strong growth in
eCommerce shopping is driving customers
to make remote card payments

Although smaller in volume than physical transactions, remote transactions are increasing at a faster rate.

Cards are used for both physical and remote payments...

Number of device present (“physical”) and device not present (“remote”) transactions (#)

Device present (DP)

+6% —
CAGR 2
10b 9.1

8.4 8.2

2017 2018 2019 2020 2021 2022

Device not present (DNP)

+10% —p

1.8
| I

2017 2018 2019 2020 2021 2022

CAGR

1.9 1.9
2b

Source: RBA Payments Data: C1 Credit and Charge Cards (2023), RBA payments Data: C2 Debit Cards (2023).

Note: Device Not Present transactions are transactions processed via ‘remote’ card acceptance technology, e.g. card detall entered through a website;

Nationwide lockdown from May to July (2020), lockdown in Victoria, ACT and NSW from September to November 2021;

CAGR Is the Compound Annual Growth Rate, meaning the average annual growth rate of an index over the specified period of time. CAGR stands for compound annual growth rate (expressed p.a.)



eCommerce a big driver of growth in remote card payments

Online retail sales as share of total retail sales (%)

15%
+81%

10% \ M } ~

5% A
al

0%

2017 2018 2019 2020 2021 2022 2023
COVID-19 ockdown est ctons

Source: ABS Retall Trade Australla 2023.
Note: Nationwide lockdown from May to July (2020), lockdown In Victorla, ACT and NSW from September to November 2021;
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03 | HOW CUSTOMERS PAY

Customers are choosing to make mobile
payments using mobile wallets and merchant
apps for a seamless experience

Mobile wallets allow consumers to digitally ‘store’ their cards on a mobile device (e.g., phone or smart watch),
which is then used to make contactless payments.

Customers are increasingly using mobile wallets...

Vaue of mob e wa ett ansactons

20m
1 12,000% increase
om in value
10m
5m
_-

2018 2019 2020 2021 2022

Numbe of mob e wa ett ansactons

20m
15m
10m

5m

2018 2019 2020 2021 2022

Source: ABA Member Survey (2023), RBA Payment Systems Board Annual Report (2022), RBA Consumer Payment Behaviour in Australia: Evidence from the 2019 Consumer Payments Survey (2020)
Note: Other includes transactions not paid through a mobile device or app, e.g. through providing card detalls through a desktop browser.
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20m
15m 650% increase in
registered cards
10m
| --

2018 2019 2020 2021 2022

...especially to make online payments via mobile devices

Mobile device and app payments as share of online payments (%)

100% 100% 100%

100%
60%

50% 80%

94%
0%

2013 2016 2019

B Mob e devce and app payments Othe

Source: RBA Payment Systems Board Annual Report (2022), RBA Consumer Payment Behaviour in Australia: Evidence from the 2019 Consumer Payments Survey (2020)
Note: Other includes transactions not paid through a mobile device or app, e.g. through providing card detalls through a desktop browser.
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03 | HOW CUSTOMERS PAY

Australian consumers are fast adopters
of cashless and mobile payments ahead of
their global peers — enabled by a world-class
payments infrastructure

Australians rank among the top users of cashless payments...

Average number of cashless payments per person per year (#)

500 | Australia

300

200

100

0
2017 2018 2019 2020 2021

—_— Austa a

Un ted K ngdom Ge many Un ted States F ance

Source: BIS (2020), ‘CT6C: Use of Payment Services/Instruments: Volume of Cashless Payments Per Inhabitant’ (2020)
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The ABA acknowledges that our office sits on the traditional land of the Gadigal people of the Eora nation and that our
member banks and their services are located across many traditional lands of Aboriginal and Torres Strait Islander peoples.
We pay our respect to all first nation peoples and thank them for their custodianship of our country over thousands of years.
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extent permitted by applicable law, any and all liability for the accuracy and
completeness of the information in this document and for any acts or omissions
made based on such information. Opinions expressed herein are subject to
change without notice.
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14
24



Foreword by ABA CEO Anna Bligh

The world is in the midst of a digital revolution and Australians are leading the
way, with a willingness to embrace technological change and advancement in
all aspects of their life. Banking is no exception, with customers continuing to
shift to convenient digital banking channels at unprecedented rates.

At the same time, customers are interacting with their banks more than ever

before. Between 2019 and 2023 banking interactions grew 37 per cent (from 10

million to 13.7 million) driven by increasing interactions online and through apps

(pages 15-16).

Digital payments also continue to grow. In the last year alone, customers
of major banks made $126 billion in payments with their mobile wallets, a
growth of 35 per cent from the previous year and overtaking total ATM cash

withdrawals for the first time (page 32).

Whilst the booming digital economy presents many opportunities, it doesn’t
come without risks. Banks continue to take proactive measures to protect
customers from scammers through our world-leading Scam Safe Accord.
Pleasingly, these efforts are making a difference, with this report showing
monthly scam losses continue to trend down (pages 38 and 39).

We also continue to see remarkable resilience within our economy. Total

commercial lending by banks grew 6.5 per cent between April 2023 and 2024.

Loans to small and medium businesses account for half of Australia’s total
business lending, while lending to the construction industry accounts for
33 per cent of industry lending (pages 8 and 9).

Despite higher interest rates and cost of living pressures, the majority of

Australians report being able to meet their expenses. For those that are facing

financial difficulty banks stand ready to help, with hardship support increasing

throughout early 2024 (page 13).

Banks will continue to invest where their customers need them, whether that is
lending to grow our economy, supporting customers in hardship or investing in

technology to support the digital revolution while protecting customers.

Partnering with Accenture, the Australian Banking Association’s ‘Bank On It’
Report provides a valuable window into our rapidly changing industry. These
insights allow banks to move with customers in the directions they lead,
ensuring a robust and innovative banking system for the future.

Anna Bligh
CEO, Australian Banking Association



il
S

Economic
context



Australian banks maintain strong capital
ratios, allowing them to safely navigate
changes in economic conditions

The CET1 ratio measures how much Common Equity Since 2018, Australian banks have been maintaining
Tier 1 capital (CET1, mostly consisting of share capital a CET1 ratio that is well above the regulator’s APRA
and cash) banks are holding relative to their risk- “unquestionably strong” benchmark of 10.5%.

weighted assets.
Common Equity Tier 1 (CET1) ratios by Australian banks have steadily increased,
as a result of Basel lll reforms and the financial system inquiry in 2014

Average bank CET1 ratio (%, all ADIs), 2014 — 2024

13%

11% A\

APRA’s “unquestionably strong” benchmark for major banks

10%

/\\_/
) \/\/\//
0%
2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024

Source: Australian Prudential Regulation Authority, Quarterly ADI Statistics (Tab 1c).
Note: The ‘unquestionably strong’ benchmarks are CET1 ratios of 10.5% for the four major Australian banks.
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In a higher interest rate environment
competition among banks continues
to keep pressure on profitability

The Net Interest Margin (NIM) is the primary indicator of NIMs for Australian banks have continued to decline
banks’ profitability, and measures the difference between steadily over a long period of time, due to competition.
the interest income generated by lending and the

interest paid on deposits and other capital.

Since 2019 bank NIMs have hovered between 1.4% and 1.6%

Net Interest Margins (%, all ADIs) (LHS axis) vs. RBA cash rate (%) (RHS axis), 2006 — 2024

NIM % RBA CASH RATE %
2.0% 8.0%
1.9% 7.0%
1.8% 6.0%
1.7% 5.0%
1 6% 4.0%
1.5% 3.0%
1.4% 2.0%
1.2% 1.0%

0.0%

2006 2008 2010 2012 2014 2016 2018 2020 2022 2024

—— Net nterest marg ns to assets (LHS ax s) RBA Cash Rate (RHS ax s)

Source: Australian Prudential Regulation Authority, Quarterly ADI Statistics (Tab 1g), RBA, Interest Rates and Yields (F1.1).
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Over the past two decades, reduced
customer fees have resulted in lower fee
income relative to total income

Between 2004 and 2023, the contribution of fee income to banks’ total operating
income decreased by 60%

Income per fee type (% of total operating income for ADIs) at year ends, 2004 — 2023

Total fees (2004 - 2023): -60%

30%
Fees from cred t products (2004 2023) 45%
25% Fees from transact on/depos t products (
& e 156
O,
20% 148
1.7
105 113 118
15% 108 116 10.3

111 104
91 106 93

10%

5%

0
< Yo 8 N~ (e 0] D (@ — A o <t 0 (o] N~ [ee] (o)) (@] — A
o 8 o o o ™ g - — - ™ ™~ g ~— ) g Al (o] (o]
o o o (@] o o o o o o o o o o o o (@] (@]
9\ « N N N 9V eV, N N N 4V N N N N 9V N N N
B Fees from credit products B Fees from transaction/deposit products Other fees

Source: Australian Prudential Regulation Authority ADIs’ Financial Performance (Tab 1a).
Note: Total operating income Is the sum of net interest income and other operating income (including lending, transaction/deposit account senvice fees, other fee-based activities and other income).

=t Merchant Service Fee income declined by

$2.56n $2.40n 13 per cent between 2022 and 2023

$2bn

150 This is due to:

$1n consumers shifting from credit cards towards debit cards
which have lower merchant fees, and

w;: the growing market share of retail payments services

FY23 provided by non-banks.

Fy21

Source: RBA, Domestic Banking Fees, (C9).






SME lending is particularly strong in the
agriculture, construction and hospitality sectors

The distribution of SME lending across sectors shows big variances,
reflecting those sectors with a higher proportion of SMEs

Business finance outstanding by industry® and by business size ($ billion, % of total oustanding), April 2024
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I I o
|| 46% | o%
I |
: : 19% 86% of ag cutu e,
I [
I |
I [
I |

bus ness oans a e

[+
11% fo sma and

med um ente p ses
33%

$78bn
$58bn
I 10% | $43bn
|| 58% | 0%
EA 0%
co T C O @ >0 { o€ o) f
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S 3 8 3 ED 52 5 > 3 &
R O g— o ° T e g @
c@ £ - o C St b= e
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©E » G g £ o 8. L 8
o S 0 = T =
® = 5 =

Sma (tota ¢ edtexposu e of <$1m and tu nove of <$50m)
Med um (tota ¢ edt exposu e of >$1m and tu nove of <$50m)

B La ge (tu nove of $50m o mo e)

Source: RBA Lending to Business — Business Finance Outstanding by Business Size and Industry (D14.1).

Note: 1: Industries, have been categorised into groups for simplification. Construction and Real Estate Services compilles: Residential bullding construction, non-residential bullding construction, other
construction, and Rental hiring and real estate services Industries. Senvices and administration complles: administrative and support senices, education and training, health care and soclal assistance,
information media and telecommunications, professional, sclentific and technical services, and public administration and safety industries. Trade, commerce and logistics complles: retall trade, transport,
postal and warehousing, and wholesale trade industries. Mining and utilities compiles: mining, electricity, gas, water and waste services. Hospitality and Entertainment complles: accommodation and food
service, and arts and recreation services.
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The banks have made more loans to first
home buyers in the last five years than
the previous five

First home buyers took out more than 640k loans worth $5bn in the last five years

New loan commitments for first home buyers (#,12 months to April), 2009 — 2024

180k
498,438 ” 454,788 639 569

160k

140k

120k

100k
80
60
40

20k

=~ =

=

May 2009 - Ap 2010
May 2010 - Ap 2011
May 2011 - Ap 2012
May 2012 - Ap 2013
May 2013 - Ap 2014
May 2014 - Ap 2015
May 2015 - Ap 2016
May 2016 - Ap 2017
May 2017 - Ap 2018
May 2018 - Ap 2019
May 2019 - Ap 2020
May 2020 - Ap 2021
May 2021 - Ap 2022
May 2022 - Ap 2023
May 2023 - Ap 2024

Source: ABS, Lending Indicators (Table 24).
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Higher interest rates are resulting in bigger
mortgage payments, and in higher interest
payments at the expense of reduced principal
repayments

The average household disposable income The ratio of interest payments relative to
spent on mortgage payments has fluctuated principal payments is now at its highest since
between 7 and 10 per cent since 2010. the March 2017 quarter.

This is reflective of averages, as some people
put higher proportions of their incomes towards
mortgages payments.

Interest payments on mortgages have increased with the RBA cash rate

Housing loan payments relative to household disposable incomes (%) (LHS axis) vs RBA cash rate (%) (RHS axis), 2010-2024

In addition to higher mortgage
interest payments, customer finances
10% are impacted by inflation resulting 10%
in reduced principal repayments

9% 9%
8% 8%
7% 7%
6% 6%
5% 5%
4% 4%
3% 3%
2% 2%
1% 1%
0% 0%

2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024

[ Prncpa reatve to househo d d sposab e ncome [ Interest re at ve to househo d d sposab e ncome

RBA cash rate

Source: RBA, Household Finances — Selected Ratlos (F2), RBA, Interest Rates and Yields (F1.1).
Note: Credit stress Is measured by the risk of consumers defaulting on thelr credit agreements
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Despite higher repayments, most households
are managing to keep up with mortgage
payments

More than 98% of mortgage holders continue to pay their mortgage on time.
There is an increase in households that are late on payments; however, this hasn’t resulted in a sharp rise in
households defaulting on their loans.

Despite higher interest rates, there is no sharp increase in mortgage arrears or defaults
Loans 30-89 days past due and 90+ days past due (% of total outstanding) December 2019 — December 2023

1.8%
1.6%
1.4%
1.2%
1.0%
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10@m1.0
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0%
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Ma 2020
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Jun 2021
Sep 2021
Dec 2021
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Ma 2023
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Sep 2023
Dec 2023
Ma 2024

B % of oans 30-89 days past due as % of tota outstand ng ¢ ed t

[l % of oans 90+ days past due as % of tota outstand ng cred t

Source: Australian Prudential Regulation Authority, Quarterly ADI Property Exposure Statistics (Table 1b).
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Banks remain alert as some people find it
difficult to keep up with their financial

commitments
in 20

say they don’t have the money to meet
their expenses

| 5
say they can meet expenses
without savings

i A
..'I } 'I'.

Source: CBA Consumer Insights delivered by Fifth Quadrant

Bank hardship support is increasing, with growth in mortgage accounts in hardship
in past 12 months

Accounts in hardship (#), January 2022 - May 2024
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Source: ABA Member Survey.
Note: Data for January 2022 to March 2023 as well as May 2024 Is extrapolated for one bank based on their average contribution for the months April 2023 — April 2024.
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Australians are interacting with banks
more than ever before

Digital banking is making it easier for Australians to do their banking with a 37% growth
in interactions since 2019

Annual interactions with bank (#, major banks), FY19 — FY23

15bn l
12bn
9bn
6b
FY19 FY20 FY21 Fy22 FY23
B Appand On ne Il B anch Phone and Chatbot

Source: ABA Member Survey, Accenture analysis.
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Bank@Post provides an alternative
for face-to-face transactions for
regional banking customers of

ABA member banks

Bank@Post is more common in regional and remote Australia where 28% of the population lives.

Bank@Post is paid for by particpating financial institutions, providing over 3400 face-to-face
banking access points

Bank@Post has more locations per capita in regional and remote areas

Locations per 100,000 people by remoteness, 2023

Bank@Post Dens ty

Bl -
Major Cities B anch Dens ty - 10
]

72% of popu at on
ATM Dens ty

Regional Areas
26% of popu at on

Bank@Post Dens ty _ 24

B anch Dens ty

ATM Dens ty

N
(@]

Bank@Post Densty [ MM 5:
Remote Areas
2% of popu at on B anch Densty _ 25
v oensty I

Sources: APRA, ABS, Accenture Analysis.
Note: Bank branch and ATM density based on ABA Members only.

|19



Since launching in 2020, uptake of CDR
remains very low as a small share of customers
ask for their banking data to be shared

The Government intitated Consumer Data Right (CDR, also referred to as open banking) enables banks to share data
with accredited data recipients with consumer consent.

CDR uptake during each full year since 2020 remains very low

New CDR customers for the entire period (% to total bank customers)? 2020 — 2023

100%
80%
60%
40%

20%

0.01% 0.05% 0.17% 0.40%

0%
2020 2021 2022 2023

Source: ABA Member Survey, Accenture analysis.

Note: 1. Customer data has been provided by 3 Majors and 6 Mid-tier & International — it has been scaled up using stable ratios to represent population of 10 Banks; 2. Total bank customers Is the average

for the period and spans all bank customers based on bank publications.
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Less than 1% of bank customers are sharing their data

Active customers (% total bank customers)?, December 31, 2023

< 1% total bank
customers

point-in-time
uptake of CDR

99.69%

Source: ABA Member Survey, Accenture analysis.
Note: 1. Customer data has been provided by 3 Majors and 6 Mid-tier & International — it has been scaled up using stable ratios to represent population of 10 Banks; 2. Total bank customers Is the average
for the period and spans all bank customers based on bank publications.
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Consumer cash use has declined
substantially over the past two decades,
as both the relative number and value of cash
payments continue to reduce

The share of retail payments made in cash has decreased, with ~10% decline year-on-year
since 2007

Share of transactions (%) made in cash by number and value, 2007 — 2022

70%
60%
50%
40%
30%
0% N
28.5
10%
' 17.7 o
10.8 B CAGR: -10%
0%

2007 2010 2013 2016 2019 2022

Number . Vaue

Source: RBA Consumer Payments Survey. (2022).
Note: Other payment methods include debit card, credit card, internet / phone banking, cheque, BPAY, gift/prepald cards, other.

Cheque use continues to decline

60m

som Cheque usage continues to fall, with the number of

4om cheques used in the 12 months to April 2024, just 3.5 per

S0m cent of the number drawn in the 12 months to April 2004.
186m

20m

In just the last 12 months there has been a further
- - 37 per cent decline in the number of cheques drawn,
from 2.15m in May 2023 to 1.35m in April 2024.

May 200G - Apr 2004  May 2013 - Apr 2014 May 2023 - Apr 2024

Source: RBA, Cheques (C5.1).
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Declining cash use is universal regardless
of income, age or geographic location

Some of the strongest decline has been in customer segments with historically
high cash usage

High cash users by income quartile, age group & geographic location (%), 2007 — 2022
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Source: RBA, Cash Use and Attitudes in Australia, (June 2023).

Note: High cash users are those who use cash for at least 80% of their in-person transactions.
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Groups that have

traditionally had the
highest cash users tended
to see the largest declines
in cash use...

In particular, the oldest age bracket —
those aged 65 and above — experienced
the largest percentage point decline in
the share of high cash users.

Similarly, the share of high cash users in
regional and remote areas decreased by
more than in major cities, such that there
is now little difference between these
locations...

The lowest household income quartiles
recorded the largest decline in the share of
high cash users.

As a result, cash use is now more similar
across age, location and household income
than at any time since the [RBA's] Consumer
Payment Survey began in 2007.

Understanding the Post-pandemic
Demand for Australia’s Banknotes

RBA Bulletin, January 2024
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The decline in cash withdrawals is
strong across all age groups, states
and geographic areas

There is a strong preference for ATMs over branch The highest drop in cash use is seen in the age groups
transactions with ATM transactions making up 91% of below 55. These age groups also have the lowest use
cash transactions in FY23. of branches transactions to withdraw cash.

The smallest drop in cash use is seen in the 65+ and
75+ age groups.

Cash withdrawals are decreasing regardless of age...

Cash withdrawals, By age groups (#, ATMs and branches), FY19 & FY23
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Source: ABA Member Survey.
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...and geographic location

Cash withdrawals, By states and region (#, ATMs and branches), FY19 & FY23

NSW VIC QLD WA SA ACT NT TAS
0%

10%

-31.1

20%
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40%

Il Meto [l Regona

P opo ton
of ATM
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84% 84% 85% 83% 80% 84% 74% 82%

Source: ABA Member Survey.
Note: NT and TAS are considered regional areas only (i.e., not metropolitan). ACT Is considered a metropolitan area only, (i.e., not regional). The location of a significant proportion of
ATMs were unable to be categorised, resulting in a seemingly lower proportion of ATM withdrawals by geographic region.
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The acceleration in popularity of mobile wallets
has seen them overtake ATM cash since their
launch by the major banks five years ago

Customers are increasingly using mobile wallets

Mobile wallet transactions vs ATM withdrawals ($ billion), FY19 - FY23
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Sources: ABA Member Survey, RBA, ATM statistics (C4).
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The number of banknotes on issue
continues to grow, despite the decline in use
of cash for payments

In 2022 just 13 per cent of retail payments were made As at May 31, 2024 the value of $50 and $100
using cash, down from 69% in 2007.! notes on issue comprised 94% of the total $101.2bn

Analysis by the RBA attributes the maijority increase in banknotes on issue.

banknotes to cash hoarding.

The majority of new bank notes in circulation have been hoarded

Value of banknotes in circulation by component, mid-point estimates*
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Source: RBA, Understanding the Post-pandemic Demand for Australia’ Banknotes (January 2024).
Note: 1. RBA, The Evolving Retall Payments Landscape, Payments System board Annual Report (2023).
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In 2024, the value of $50 notes in circulation was 13x greater than $20 notes, up from 7x in 2008

Value of banknote in circulation, by denomination ($ billion), 2008-2024

$50bn
$40bn
$30bn
$20bn
$10bn |
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I $5notes $10 notes $20 notes ] $50 notes [ $100 notes

Source: RBA Banknotes on Issue by Denomination (F1.1).

Hoarding, both domestically and internationally, is the most
significant component of banknote demand.

Understanding the Post-pandemic Demand for Australia’s Banknotes
RBA Bulletin, January 2024
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The digital revolution
has increased
opportunities

for scams, but
government & bank
Interventions have
seen a reversal of the
upwards trend

Several interventions may have contributed to the
reduction in amounts lost to scams over the past year.

The National Anti-Scam Centre (NASC) was launched in
July 2023, enabling sharing of scams intelligence across
government, law enforcement and the private sector.

NASC has worked with other federal agencies to deliver
several initiatives, such as removing websites with
malicious phishing and investment scam information.

From mid-2023, most banks have also enforced
measures to limit transactions to ‘high risk’
cryptocurrency exchanges.

Scam victims have also been automatically referred
to the national identity theft and cyber support service
(IDCARE) for support and advice.

Additional interventions (e.g., from telcos and digital
platforms) could help to make further progress.



While scam reports has trended upwards over the past four years, several interventions has
reversed this

Number of reported scams (#) (LHS axis) vs. value of reported scam losses ($ million (RHS axis), January 2023 - April 2024
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Sources: National Antl-Scam Centre Scamwatch Scam Statistics (2024). Australian Govemment & National Anti-Scam Centre Targeting scams: Report of the National Ant-Scam Centre on scams activity. (2024)

“...the Government recognises effective planning and coordination
amongst regulators and industry is required to ensure Australia
can capitalise on the opportunities and manage the risks of new
payment methods and services.”
A Strategic Plan for Australia’s Payments System,
The Australian Government the Treasury, June 2023
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17 July 2024

The Hon Stephen Jones
Assistant Treasurer

Minister for Financial Services
Parliament House

Canberra ACT 2600

Dear Assistant Treasurer,
Urgent call for an immediate pause and strategic review of the Consumer Data Right

We are writing to follow up our recent meeting with your office on 11 July 2024, where we discussed
our significant concerns about the Consumer Data Right (CDR) and the Parliament’s imminent plans to
legislate action initiation.

Industry is committed to the success of the CDR regime. Over the past four years, industry has
committed financial resources, time and effort to build a robust framework that was intended to benefit
consumers and promote competition. However, despite these collective efforts, it is evident that the
current regime is not yet achieving its intended objectives or delivering meaningful benefits to
customers.

Consequently, the Australian Banking Association (ABA) and the Customer Owned Banking
Association (COBA) are urging the Government to enact an immediate pause and conduct a focused
strategic review of the CDR regime.

It is also our view that proceeding with action initiation at this time, without sufficient safeguards in
place, would expose Australians to an unacceptable risk of scams and fraud. Therefore, we call on
Government to withdraw the legislation until this review is completed. Improvements to the existing
CDR framework should be prioritised before expanding the regime to action initiation.

Accenture CDR Strategic Review

As you are aware, Accenture was recently commissioned to undertake a review of the Consumer Data
Right. The Department of Treasury was consulted throughout this process and were also provided with
drafts of the review as the work progressed towards its release.

This review ultimately found that Australian banks spent approximately $1.5 billion to enable data
sharing, yet only 0.3% of bank customers had a data sharing arrangement in place at the end of 2023.
This low uptake underscores the broader issues within the CDR framework, which include significant
compliance burdens and propositions that don’t resonate with Australians. While the cost of CDR
compliance is substantial for all banks, it is especially disproportionate and rapidly becoming
unsustainable for mid-tier and customer-owned banks.

The report revealed:
¢ Indicative % CDR Spend to Operating Revenue is ~0.2% for Majors, and ~0.7% for Mid-Tiers
e Indicative % CDR Spend to Operating Costs is ~0.4% for Majors, and ~1.1% for Mid-Tiers
e CDR cost per accrued customer is $6.1K for Mid-Tiers — double that of Majors at $2.8K

Australian Banking Association, PO Box H218, Australia Square NSW 1215 | +61 2 8298 0417 | ausbanking.org.au 1
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Most concerningly, smaller banks have reported that the framework, which was intended to drive
competition, has had the opposite effect. The high costs associated with CDR compliance are now
crowding out strategic investment for these banks, making it harder for them to compete.

Smaller banks must prioritise compliance with an ever-changing CDR regime ahead of initiatives that
their customers need or want. For many customer-owned banks, the same third parties who support
their CDR implementation through technology changes are those that also need to change systems for
higher priority issues such as scams and financial abuse. For these banks, ineffective CDR
implementation creates real trade-offs for their customers.

As mentioned in the meeting, CDR costs in Australia are very high by global standards, even compared
to other regulatory costs. Given Australia’s market size, these high costs diminish the country's appeal
to international banks.

The ABA and COBA acknowledge and welcome the Treasurer's announcement of a review into the
challenges faced by small and medium-sized banks, led by the Council of Financial Regulators (CFR)
in consultation with the ACCC. This review, focusing on the vital role these banks play in providing
competition, is a necessary step to ensure that regulatory and market trends do not stifle innovation or
stability. Addressing the burden of CDR must therefore be an urgent part of this consideration.

Our view is the CFR review should be complemented by an immediate and targeted review of the CDR
regime. Therefore, we urge government to announce a pause and conduct a focused review with clear
terms of reference to identify necessary adjustments to the existing regime, including:

e ensuring viable customer use cases;

e ensuring appropriate compliance and cost burdens to designated sectors — especially to small
and mid-tier banks;

e ensuring CDR rules, standards and governance processes drive fair and equitable outcomes for
all participants ‘without being more complex and costly than needed’”;

e ensuring Australians are kept safe by a system that adequately ensures security and market
integrity requirements, including cyber risk, fraud, scams and anti-money laundering and
counter-terrorism finance; and

e ensuring appropriate alignment with current regulatory reviews, including the privacy act review,
anti-money laundering and counter-terrorism finance and legislative actions to protect
Australians from scams.

Action Initiation

As outlined at the meeting with your office, Action Initiation was a worthwhile component of the original
CDR Framework. However, it is our strong view that consumer risks relating to scams and fraud has
heightened significantly since action initiation was first envisioned.

Banks currently play a crucial role in keeping customer funds safe. Having control and oversight of
customer accounts enables banks to have a monitoring role over accounts — something that is now
enshrined at the heart of the ABA and COBA’s Scam Safe Accord ensuring transactions are legitimate
and a focus on preventing transactions that may be scams.

As currently proposed, action initiation would remove banks from this important oversight role. Instead,
it would enable unlicensed, unregulated third-party entities to undertake transactions on a customer’s
behalf, such as transferring funds, changing account details, applying for loans or opening accounts.

We believe it is important to maintain the banks' critical involvement in these protective measures to
uphold the integrity and security of the financial system. As such, it is our view that further consideration
needs to be given to these risks before the bill proceeds. This is particularly the case given Australia
has made commendable progress in reducing scam losses, largely due to the robust measures and

12017 Review into Open Banking in Australia, Scott Farrell
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innovations implemented by banks. These include the commitments that banks have undertaken to
monitor customer transactions, to implement appropriate friction to protect against scams and to
implement appropriate identity checks. The action initiation bill could potentially reverse these gains
without deeper consideration of its impacts.

Australia’s consumer watchdog, the ACCC, has expressed concerns with action initiation. In their letter
to the Department of Treasury in February of 2023, the ACCC noted the following,

"While the evolving payments landscape provides many opportunities for businesses and
consumers, there are also increased risks. These risks are not limited to instances of scams or
fraud, but extend to the full range of harms to consumers in their use of the payments system
from misleading, false, unfair, manipulative, and other unlawful conduct. Moreover, the ACCC
considers that consideration should also be given to whether systems and processes are
designed to ensure consumers are able to make fully informed decisions, particularly as
payments evolve in a digital economy.

Comprehensive consumer protections to address these risks must be a part of the regulatory
design process and should be reflected in key priorities and supporting initiatives. For example,
the ACCC considers that clear and robust safeguards must be put in place before the
CDR is expanded to action initiation. "

We note that no such safeguards have been put in place.

The Office of the Australian Information Commissioner expressed similar concerns when responding to
the exposure draft, noting that action initiation may:

“For example, if action initiation facilitates payments or changes to a consumer’s financial
information, this may increase motivation for unauthorised actors to attempt to use the
CDR system to commit fraud in order to initiate such a payment or change.”

In conclusion, the banking industry remains committed to constructive engagement with the
government to enhance the CDR framework. However, we firmly believe that a strategic reset, including

the withdrawal of the action initiation bill, is necessary to address our profound concerns and to ensure
the system's integrity and safety for all Australians.

Thank you for your attention to this matter.

Yours sincerely,

Anna Bligh Mike Lawrence
Chief Executive Officer Chief Executive Officer
Australian Banking Association Customer Owned Banking Association
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